ST.CROIX #) ADVISORS

FINANCIAL SIMPLICITY
—

PRIVACY POLICY NOTICE

ST CROIX ADVISORS, LLC (SCA) is committed to adhering to the requirements and
expectations regarding the privacy of personal information. Privacy regulations are founded
upon three definitions:

1. Consumer — a person who has not entered into an investment advisory relationship
but has disclosed non-public personal information to our firm.

2. Client —a person who has entered into an investment advisory relationship with the
firm or that individual’s designated representative.

3. Confidential Information — personally identifiable private information, not available
from public sources, about a client or consumer. It generally includes name, address,
age, social security number, assets, income, net-worth, account balances, account
numbers, beneficiary information, or investment history.

Our firm collects nonpublic information about client and consumers. We will not share
nonpublic information about clients or consumers with third parties not affiliated with our
firm, except as noted below:

* To complete transactions or account changes, as directed by the client.

* To maintain or service a client’s account.

* Ifrequested by the client.

*  With entities under common ownership and control of our firm.

*  With contracted third-parties who require the information to develop, support
and deliver services.

* If our firm is required or permitted by law or regulatory authorities with
jurisdiction over the firm.

* Mobile phone numbers will not be shared with third-parties/affiliates for
marketing/promotional purposes.

As a client of our firm your privacy is important to us. We are dedicated to safeguarding your
personal and financial information. We restrict access to confidential personal information
about you to those employees who need to know that information to provide products or
services to you. We maintain physical, electronic, and procedural safeguards to comply with
federal standards to guard your confidential personal information.
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Your Personal Data with St. Croix Advisors, LLC

We take your personal inform seriously and we work to protect your information. It’s very
unfortunately the internet is no longer safe and even our government can’t protect our data.
Companies including St. Croix Advisors cannot guarantee the privacy of your information
because of a security hack. Companies try, but the hackers have lots of time on their hands.
It’s very unfortunately the hackers don’t use their skills for good. How much better would
the world be?

The Equifax Breach for example:

As you have likely heard, a serious breach of the Equifax credit reporting agency was made
public, that exposed names, social security numbers, birthdates, debt, court judgments, etc....
of over 140 million Americans. This leak is much more serious than most other publicly
known breaches because of the nature of the data and has made it easier for online thieves
to perform identity theft.

It is critical to act now and be prepared for the future. You can no longer ignore this issue.
What should | do?

1. Subscribe to an Identity Protection service. These services monitor activities on your
banking and credit cards, and alert you to suspicious activity. Equifax is offering a free
Identity Protection service to all Americans, regardless if your data was included in the
breach or not. Equifax initially included a disclaimer for those that sign up for the free
service, that requires arbitration if there are any class action lawsuits, but has since
excluded that language from this specific breach. Still, read the small print, and/or
subscribe to another service.

Many service providers offer this type of service. I personally use LifeLock. This isn’t an
endorsement, but I had to pick one.

2. Your Homeowners Insurance company probably offers a rider to help offset expenses
associated with restoring your credit. I would recommend you add this coverage as well.

3. Consider placing a “Credit Freeze” on your files with the major credit bureaus. The
article above discusses this in a little more detail. I've personally done this!

4. Check your credit report every 4 months and look for any unauthorized, newly opened
accounts. Go to http://www.annualcreditreport.com.

5. Enable Two-Factor Authentication on ALL online accounts — especially your business
and personal Email accounts. 2FA is "something you have and something you know",
and typically requires the user's cell phone to gain access. This will make it much more
difficult for a hacker to gain access to one of your online accounts, even if you
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http://www.annualcreditreport.com/

accidentally provide your password to the scammer. Make sure to enable 2FA for online
banking, Facebook, health care sites — basically everything! Why is protecting your
mailbox so important? Your mailbox is a treasure-trove of confidential information, if
someone obtained access to it, they would then have the ability to send password reset
requests to your online sites, including Cloud Apps, Online Banking, Facebook, etc..., and
they could also use what they learn to attack people in your email circle.

We will notify you in advance if our privacy policy is expected to change. We are required
by law to deliver this Privacy Notice to you annually, in writing. Clients may opt out of
SCA’s privacy notice in writing.

Please contact us with any questions about this policy.

St. Croix Advisors, LLC, 724 Bielenberg Drive #4, Woodbury, MN 55125
A Registered Investment Advisory Firm
(651) 337-1919
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